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Appendix to Attachment F 
1. Program Management Tab, Inquiry 1.00
Using the following tools, technologies, and processes, Tyler Indiana will build a robust library of 
standard operating procedures and reports to ensure oversight and compliance of the requirements 
defined. The following tools will be leveraged to define, construct, and manage the day-to-day 
operations of the partnership: 

1. Confluence – Leveraged to build standard operating procedures that can be easily referenced by
all parties. Provided below is a sample of our Confluence documentation.
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2. Smartsheet – Powerful platform that allows for the collection of data and display on robust dashboards. Provided below is a sample of
our Smartsheet documentation.
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3. Pingdom – Website monitoring solution to track uptime of applications. The following is a
sample of our Pingdom report.
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4. Jira – Leveraged to track requests that have been received by IN.gov users across the state,
which includes robust reporting that will be configured to align to the SLAs defined in this
contract. The following screen shot is a sample of our Jira reports.

5. CDB – Customer billing software leveraged to produce invoices for internal state agencies as
well as IN.gov Subscribers. The platform will be leveraged to improve upon existing invoicing
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processes for IOT under the more streamlined organization of this contract. The following is an 
example of a CDB Invoice. 
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1. Program Management Tab, Inquiry 2.00
The following image shows the flow of information between vFire VSM, Smartsheet, and Jira: 

3. Infrastructure Technology Tab, Inquiry
2.00
Tyler Indiana uses various services and providers to monitor Internet connectivity, VPN connectivity, 
and user experience and availability.  See examples below: 
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Secondly, our colocation vendor monitors our network traffic and alerts us of any potential network 
outage or spike that may be out of the ordinary.  For an example of a monitoring report, please see the 
following example. 

Utilizing our internal network and application monitoring tools we are able to track and monitor switch 
and firewall traffic as it pertains to specific interfaces setting up alerts should traffic exceed or fall out of 
a specific threshold. For an example, please see the following example.   

3. Infrastructure Technology Tab, Inquiry
13.00
The release calendars for projects are detailed in the project plans in the task and change orders for all 
major and minor releases of applications. Please see the below image for an example: 
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The below graphic shows a fragment of the scoping of a versioned release as well as indicators of when 
builds were automatically generated per bundle of commits. Automated testing is run at each of these 
points. 

The following graphic shows summary view of the build plan for packaging releases of an application. 
The operational procedure for deployments is documented in a deployment plan for each release that 
defines the responsibilities and timing of the deployment team. 
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4. Project Management Tab, Inquiry 5.00
The below are screen shots from the tools we use to obtain a listing of all user stories, tasks, test cases, 
and deployment history to successfully identify which areas of a project are impacted by a change.   

Smartsheet Application Requirements Backlog 
Figure 1: CONFIDENTIAL Sample Backlog 
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Confluence Captures Application Release Updates 

Figure 2: CONFIDENTIAL Example Release Details 

Jira Software Ticket Support Workflow 

Figure 3: CONFIDENTIAL Ticket Support Workflow 
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Jira Software Ticket Support Traceability 

Figure 4: CONFIDENTIAL Ticket Traceability Example 

4. Project Management Tab, Inquiry 8.00
The chart below outlines Tyler Indiana’s customer satisfaction scores that are based on surveys and 
application support activities under the existing state contract. This survey is performed on a quarterly 
basis by reaching out to our IN.gov customers; it is used to ensure we are performing as expected and 
provides us the opportunity to monitor any changes to mitigate potential risks. 
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Figure 5: Monthly Scorecard Report 

5. Reporting Tab, Inquiry 2.00
The following images depict the Access Indiana dashboard that was created using agreed upon 
objectives, key metrics, consistent and accurate data, and actionable insights.  
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Figure 6: CONFIDENTIAL Report Examples 

Year-to-Date Stats 
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Daily Stats 

7, 30, 90 Day Stats 
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Monthly Stats 

5. Reporting Tab, Inquiry 5.00
As the project progresses and a formal project plan and timeline have been agreed upon with all parties, 
Tyler Indiana creates a new sheet within Smartsheet that clearly outlines the project plan from the 
initiation phase through post deployment project close-out tasks. At minimum, on a weekly basis the 
project manager will update the project plan to show the progress being made and include a project 
update narrative. The Smartsheet app also allows Tyler Indiana to have an automated notification sent 
to agency project sponsors via email; the automated notification provides the updated project plan and 
project update narrative.  In addition to weekly meetings, automated notification is another key tool 
used to ensure the project sponsors have easy access to the project plan and can see the status and the 
progress being made. 
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5. Reporting Tab, Inquiry 6.00
Additionally, Tyler Indiana has partnered with a local Minority Owned Business, Engaging Solutions, to 
assist with customer service calls for Access Indiana. Part of the partnership includes a weekly report 
that outlines call statistics which is used to help identify areas of improvement for the application.  A 
sample report and be found below. 

CONFIDENTIAL & PROPRIETARY



I N D I A N A  
D e p a r t m e n t  o f  A d m i n i s t r a t i o n  
T Y L E R  I N D I A N A  R E S P O N S E  

S t a t e  W e b  P o r t a l  
R F P  # 2 3 - 7 4 6 5 8  

empowering the public sector to create smarter, safer, & stronger communities 30 

Figure 7:CONFIDENTIAL Transparency Dashboard 

Figure 8: CONFIDENTIAL Transparency Dashboard Page 2 
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Figure 9: CONFIDENTIAL Transparency Dashboard Page 3 

7. Help Desk Support Tab, Inquiry 2.00
The screen shot below is an example of a refund ticket received via vFire. 

Figure 10: CONFIDENTIAL Ticket Example 
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The following image depicts a real-time search of tickets within vFire. 

8. Marketing Tab, Inquiry 6.00
The Texas.gov marketing strategy to promote Texas.gov e-government solutions and to specifically 
direct residents to the suite of driver-related services that Tyler operated on behalf of the state 
campaign has become the nation’s most successful state digital government marketing program. It 
generated more than 2.1 million incremental transactions – a 60% increase – over seven years. We are 
eager to leverage this expertise to help Indiana enhance its marketing program in the new contract.  

        Driver-
related transactions in Texas have grown 60% since 
we launched the state’s onboarding outreach program: 

2011 2017 Change 
Driver License Renewals 1,110,214 1,519,124 +40%
Vehicle Registration Renewals 1,827,679 3,350,933 +83%
Total Driver Related Transactions 3,632,593 5,808,281 +60%

Tyler’s Maryland Business Express Annual Business Filings application provided to the State 
Department of Assessments and Taxation experienced an uptick of 22% of business owners file an 
annual report online after receiving a targeted reminder email encouraging them to file their annual 
reports and make tax payments digitally. This resulted in 52% of business owners that received the 
email filing an annual report online. The open rates for various drip emails ran between 32-46% -- 
which is significantly higher than the industry average email open rate of 4-6%.   
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10. Security & Privacy Tab, Inquiry 2.00
Provided below are our confidential architecture and network diagrams that illustrate the placement of 
these components within our system architecture to safeguard data.   
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Figure 11: CONFIDENTIAL DDoS Architecture Diagram 

Figure 12: CONFIDENTIAL In.gov Network Diagram 
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Figure 13: CONFIDENTIAL WAF Rules Visualization for MyBMV 
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Figure 14: CONFIDENTIAL DDoS Intelligence Feed Configuration for IN.gov 

10. Security & Privacy Tab, Inquiry 3.00
Tyler Technologies and Tyler Indiana track security alerts using its Compliance Framework Tool (CFT).  
Security alerts are immediately assigned a severity and rating so the teams can prioritize remediation, if 
applicable.  

Figure 15: CONFIDENTIAL CFT Privacy & Security Alerts Tracking 
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DDoS - The web interface also features a reporting capability.  Included below is a sample of a report 
showing inbound traffic for Access Indiana and the Content Management System (CMS) application 
servers for a one-week period. 

Figure 16: Sample Report - Inbound Traffic Volume Access Indiana & CMS 

Tyler Indiana also tracks, via its security information event management (SIEM) tool, web traffic from 
potential nation state aggressors. For operational security reasons, the SIEM report is not included here. 

Figure 17: Sample Report - Inbound Traffic by Country for Access Indiana & CMS 

PCI-DSS Compliance Reporting – To demonstrate continuous monitoring and to facilitate 
information gathering, Tyler Indiana submits its compliance artifacts to the CFT for initial review by 
Tyler Technologies.  The snapshot below depicts part of an assessment of Tyler Indiana’s level of 
maturity for NIST SP 800-53 compliance.  The dark green numbers range from 1 to 5 with a rating of 1 
indicating least mature and a rating of 5 indicating most mature.  The foundation for the maturity levels 
is the Capability Maturity Model Integration program with adjustments made to ensure comprehensive 
inclusivity of controls.   
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Figure 18: NIST SP 800-53 Control Assessment for Tyler Indiana 

Integration of NIST SP 800-53 Rev 5 Controls - The Asset Navigator feature in the issue tracking 
system provides a current estimate of applications with personally identifiable information data (PII).  
Eighteen percent (52 of 282) of the applications enumerated in the Asset Navigator include PII. 

Figure 19: PII Data in Applications 

Sensitive Data by Type # Apps # Apps with 
Sensitive Data 

Address, DOB, DLN, First and Last Name 1 1 
Address, First and Last Name 4 4 
Address, First and Last Name, DOB 1 1 
CC #, First and Last Name, Address 1 1 
CC #, SSN, First and Last Name, Address, Bank Account Info, DLN 1 1 
DOB, Address, First and Last Name, SSN, DLN 1 1 
DOB, First and Last Name 1 1 
First and Last Name 13 13 
First and Last Name, Address 2 2 
First and Last Name, Address, Bank Account Info, Password in Email on 
Reset/Forgot 1 1 
First and Last Name, Address, DLN 1 1 
First and Last Name, Address, Password in Email on Reset/Forgot 1 1 
First and Last Name, SSN, Address, DLN, DOB 1 1 
Password in Email on Reset/Forgot 2 2 
Password in Email on Reset/Forgot, First and Last Name 1 1 
SSN, First and Last Name, Address 2 2 
SSN, First and Last Name, Address, Bank Account Info 1 1 
SSN, First and Last Name, Address, DOB, Password in Email on Reset/Forgot 1 1 
Apps without Sensitive Data 125 
Grand Total 161 36 
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10. Security & Privacy Tab, Inquiry 8.00
Based on the combination of the risk and complexity of the change, the risk calculator helps calculate an 
overall risk assessment (Please see current Change Management Request diagram below).  Tyler Indiana will 
also provide additional risk details to help further detail and scope out the potential risks associated with a 
particular change request.  

Figure 20: Change Management Request Diagram 

10. Security & Privacy Tab, Inquiry 22.00
The chart below sets forth the remediation timeframes assigned based on the assessed CVSS score. 
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12. Innovation and Trends Tab, Inquiry
3.00
Benefiting from Tyler’s Partner Community 
Tyler Indiana promotes collaboration with 
other state governments and 
organizations as a core element of our 
strategy to stay on the leading edge of 
technology and industry trends; we do 
this through our participation in the Tyler 
Technologies partner community as well 
as reaching out to our peers in the other 
28 states that Tyler Technologies 
supports at an enterprise level. The Tyler 
Technologies partner community 
represents the largest, most engaged, and 
advanced digital government agencies 
across the country. This peer group 
regularly interacts in-person 

Tyler Technologies Delivered the Enterprise Digital Government Services Platform in 
Mississippi 
The Mississippi digital government services (DGS) partnership with Tyler began as 30 services in 
2010 and now boasts a portfolio of +100 agencies and 350 digital services, which have earned 143 
national awards, including a first-place recognition as the CDG’s Best Citizen Experience in 2020.  

Below are some examples of the responsive design of the solution: 

11. Web Portal Tab, Inquiry 1.00
Mississippi Department of Information Technology Services 
Tyler began its digital government services (DGS) partnership with Mississippi with 30 services in 2010 
and now boasts a portfolio of about 100 agencies and over 350 digital services, which have earned 143 
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national awards, including a first-place recognition as the Center for Digital Government’s Best Citizen 
Experience in 2020.  

Commonwealth of Kentucky Department of Technology 
Since the start of the enterprise digital government services (DGS) contract in 2003, Tyler has provided 
application development, program management, consulting, enterprise payment services, hosting, and more. 
To date, 525 agencies participate and has resulted in 2,206 services that help constituents interact more 
efficiently with government.  

State of Utah Division of Technology Services, Department of Government Operations 
Tyler contracted with Utah in 1999 to manage the State’s official DGS program over 23 years ago. Tyler‘s 
Utah-based staff are dedicated to supporting 56 Utah state and local agency partners in the areas of 
enterprise portal management, application development and maintenance, website development and 
maintenance, customer support, marketing, payment services, and security.  
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State of Arkansas Department of Finance and Administration 
In 1997, Tyler contracted with the State of Arkansas to manage the State’s official digital government 
program. Over time, Tyler and the State have expanded the program to include 343 agency partners across 
the State, and has launched and currently supports 1,200 services, many of which include payments, which 
help constituents interact more efficiently with government  
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11. Web Portal Tab, Inquiry 2.00
Indiana Office of Technology Website Accessibility Report 

14. Data Management and Sales Tab,
Inquiry 2.00
IC 9-14-13-9 “Conditions for disclosure of information” 
Once granted access to IN.Gov, requestors must agree to the terms and condition of state and federal 
law. The following image illustrates that step in the process. 
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Once requestors agree to the terms, they must select their Drivers Policy Protection Act (DPPA) reason, 
or state they do not have one, prior to Tyler Indiana allowing them to search for a record. This 
attestation is dynamically driven based on the access group granted and listed in IC 9-14-13-7.  
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14. Data Management and Sales Tab,
Inquiry 3.00
The following image is an extract of what all users must acknowledge before accessing data records: 

14. Data Management and Sales Tab,
Inquiry 8.00
Guest Access - Requires no onboarding. An example of this type of service is the BMV’s Instant Access 
portal. This access level does not disclose personal information; however, users are presented with an 
acknowledgement screen that outlines adherence to IC 9-14-6-6 “Personal Information” This system, 
and others that grant access as a guest, does not integrate with CDB as there are no credentials to 
authorize against. In these cases, the records are provided at no cost or require the use of a credit card 
payment.  
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14. Data Management and Sales Tab,
Inquiry 9.00
The following details various record fees across the country for individual services. 

Driver History Fees 

Limited Criminal History Fees 
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14. Data Management and Sales Tab,
Inquiry 11.00
Tyler Indiana currently works with the Bureau of Motor Vehicles (BMV) to provide a BMV Net Revenue 
Report & Analysis on a quarterly basis. For your review, we have provided several screenshots to showcase 
the report.  

Figure 21: CONFIDENTIAL Data Management and Sales Report Examples 
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The following is an example of a sales report from our New Mexico Motor Vehicle solution, of similar 
size and scope to Indiana’s solution: 

Figure 22: CONFIDENTIAL New Mexico Transaction Volumes Example 
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14. Data Management and Sales Tab,
Inquiry 12.00
The screenshot provided below shows an “at-a-glance" view of a specific BMV account. An auditor is able 
specify an audit date range (top right corner). For this example, a one-month view of usage is shown. The 
“Contacts” section delineates and tallies by columns the type of searches completed by the user; Driver 
Searches, Registration Searches, Title Searches. The section below, titled “Transactions,” drills down to user 
specific actions including search criteria. In this example, the auditor can see the date and time of the search 
by user. The type of Enhanced Access group in this case is BMV Attorney. The “Client / Case” column are the 
notes entered by the user. The next column displays the search criteria entered and result title. An auditor is 
also able to view the Indiana Driver’s Privacy Protection Act (DPPA) reason the user selected as reason for 
search. DPPA is displayed for auditor by hovering curser over number. Each search ties back to a specific BMV 
record number, and the final column displays the type of search completed.  
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